
ISSN (Online) 2278-1021 

ISSN (Print)    2319-5940 
 

International Journal of Advanced Research in Computer and Communication Engineering 
Vol. 4, Issue 4, April 2015 
 

Copyright to IJARCCE                                                      DOI  10.17148/IJARCCE.2015.4425 111 

Reversible Data Hiding For Image Encryption 
 

Aakanksha D. Londhe
1
, Sneha R. Nigam

2
 

Nutan Maharashtra Institute of Engineering and Technology, Talegaon Dabhade, India1 

Department of Information Technology, University of Pune, India2 

 

Abstract: Recently, the rapid development in information technology more and more images and data are available on 

the internet .So there is a need to provide authentication to important data. Security and integrity of data are two 

challenging areas for research. There are number of techniques to secure the data. Reversible data hiding is a technique 

that is used to hide data inside an image. The data is hidden in such a way that the original data is not visible. All 

previous methods embedding data into image by reversibly vacating room in the encrypted images, which may be 

result as some errors on data extraction. That mean some secrete information is loss in data extraction. In this paper, we 

propose a novel method by reserving room before encryption with a traditional RDH algorithm, and thus it is easy for 

the data hider to reversibly embed data in the encrypted image .This method provides improved PSNR ratio and 

recovers image with its original quality. 
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I. INTRODUCTION 

Reversible data hiding (RDH) is a technique in image 

processing area for encryption, by which the original cover 

can be losslessly recovered after the embedded message is 

extracted. The RDH approach is widely used in medical 

science, defense field and forensic lab. 
 

Need of reversible data hiding 

As the technology has increased there is an increase in 

multimedia, web documents and images. As large number 

of images are passed through the internet every day, there 

is a need to provide security to these images from the 

intruders. The intruders may capture the image, view the 

meaningful contents and after viewing modify the image 

and send it to destination. In this way the original image 

contents will be modified and the receiver can be unaware.  
   In general, a small amount of content distortion is 

usually not noticed to human vision. However, such 

distortion is not preferred in some applications, such as 

legal documentation, medical imaging, military etc., 

because it may lead to risks of incorrect decision making. 

In view a kind of novel data hiding technique, which is 

referred to as reversible, invertible, lossless, or distortion-

free, has been developed in recent years[7]. In this study, a 

reversible data hiding method which produces stego 

images with good qualities and high data hiding capacities 

is proposed. Reversible data hiding techniques[8] can be 
employed to restore stego images to their new states after 

the hidden data are extracted. 
 

Measuring the performance of the RDH techniques 

There are different parameters on basis of which the 

performance of those techniques can be measured.The 

following parameters must be considered: 
 

 Quantity of Data: This refers to the maximum 

amount of secret data that can be embedded in the 

cover image. 

 Complexity of technique: Simplicity and complexity 

of these techniques is also important measure that 

affects the usability of the techniques. 

 

 Quality of cover image: The quality degradation of 

the image after data is extracted will not be accepted 

in RDH. Thus quality of image is an important 

measure. 

 

II. LITERATURE REVIEW 

An easy way to comply with the conference paper 

formatting requirements is to use this document as a 
template and simply type your text into it. The previous 

method can be summarized as the framework in which we 

are vacating room after encryption(VRAE) .In this  owner 

encrypts the original image using standard cipher with 

encryption key. 

There are few technique by which we are vacating the 

room after encryption. 

 

1. Fridich et al[4] constructed a general framework for 

RDH for vacating room in encrypted image. By first 

extracting compressible features of original image and 
then compressing them losslessly. In this way space 

can be created for embedding data. 

2. Another method is based on difference expansion(DE) 

[3], for vacating room in encrypted image in which 

the difference of each pixel group is expanded ,e.g., 

multiplied by 2, and thus the least significant 

bits(LSBs) of the difference are all-zero and the space 

created can be used for embedding data. 

3. Another method is histogram shift (HS) [4], for 

vacating room in encrypted image in which space is 

saved for data embedding by shifting the bins of 

histogram of gray values. and the space created can be 
used for embedding data. 

 

Some noticeable work in area of reversible data hiding is 

as follows: 

In [1] Kede Ma, Weiming Zhang, Xianfeng Zhao, Nenghai 

Yu and Fenghua Li has proposed a framework for 

reversible data hiding for embedding data in an image by 

reserving room before encryption. Since losslessly 
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vacating room from the encrypted images is relatively 

difficult and sometimes inefficient. 

 

In [5] Jui Tian has introduced a difference expansion 

technique which discovers extra storage space by 

exploring the redundancy in the image content. Both the 
secret data holding capacity limit and the visual quality of 

embedded images of the DE method are among the best in 

the literature, along with a low computational complexity. 

 

In [6] Wen-Chung Kuo, Po-Yu Lai, Lih-Chyau Wuu has 

proposed a new method of adaptive reversible data hiding 

based on histogram. In order to enhance the data hiding 

capacity and embedding point adaptively a new scheme 

was proposed based on histogram and slope method. This 

method keeps the embedding capacity high and also 

maintains the high quality of stegno-image. 

  

Reversible data hiding algorithms: 

All the previous reversible data hiding techniques were 

based on the concept of emptying room after encryption. 

The reversible data hiding were carried out using 

reversible data hiding algorithms .The different algorithms 

can be classified as given below : 

 

Separable Reversible Data Hiding in   Encrypted 

Image. 

This proposes technique the sender encrypts the original 

image using an key known as an encryption key. Then, the 
person known as a data hider may compress  the least 

significant bits (LSB) of the encrypted image using a new 

key known as a data-hiding key to create a sparse space to 

add some additional data i.e the watermark. Now with an 

image i.e the encrypted image containing the watermark if 

a receiver has the data-hiding key, then the receiver can 

extract the additional data though the receiver but it does 

not have an idea about the original image content. If the 

receiver at the destination has an key i.e has the encryption 

key, then the receiver can decrypt the received data to 

obtain the image similar to the original image i.e 
transferred, but receiver cannot extract the watermark i.e 

additional data. If the receiver has both the keys i.e data-

hiding key and the encryption key, then receiver can 

extract the watermark or the additional data and recover 

the image i.e the original content of the image without any 

error  in original  image when the amount of additional 

data or the watermark is not too large.  

 

The disadvantages of this technique was eliminated by 

proposing a new scheme known as the seperable reversible 

data hiding scheme. This technique proposes the scheme 

of seperable reversible data hiding by removing the 
disadvantages of non seperable scheme.  

 

This disadvantage of non seperable reversible data hiding 

was eliminated in seperable reversible data hiding as the 

receiver can decrypt the image by using data hiding key to 

view the watermark information and the receiver can also 

decrypt the image using the encryption key to view the 

original contents of the image. 

Reversible Data Hiding in the Spatial and Frequency 

Domains  

In this method, the secret message was first embedded in 

the spatial space of the domain using the min-max 

algorithm, and then the secret message was hidden in the 

integer wavelet transform (IWT) domain  using the 
approach known as coefficient-bias. Actually, the 

watermark was embedded in the low-high (LH) band and 

high-low (HL) bands of the L1 integer wavelet transform 

IWT domain.  

 

The proposed min-max algorithm was employed in the 

spatial domain, to provide extra storage space for hiding 

data bits. According to this technique the image could be 

losslessly recovered. In addition to this , the original 

quality of the mixed image generated by the proposed 

method is good. Moreover, the encrypted images were 
robust against different kinds of attacks such as 

JPEG2000, JPEG, brightness adjustment, and inversion. 

 

Reversible Data Hiding With Optimal Value Transfer . 

In reversible data hiding techniques, the secret watermark 

data, as well as the auxiliary information used for content 

recovery, were carried out by the differences between the 

original pixel-values and the corresponding values 

estimated from the neighbors, and the estimation errors are 

modified according to the optimal value transfer matrix. 

The optimal value transfer matrix is produced. According 

to this technique, a good performance is achieved for the 
reversible data hiding. 
 

III. SYSTEM ARCHITECTURE 

All paragraphs must be indented.  All paragraphs must be 

justified, i.e. both left-justified and right-justified. The 

reversible data hiding in encrypted image without loss can 

be achieved by proposed system. Reserving room before 
encryption in this we first compress the redundant image 

and then encrypts it. The implementation is carried in 

following ways  
 

A. Reserving Room 

In this we first empty out room i.e. creating space in the 

image before encryption of image  and then encrypts the 
image by different encryption technique. 
 

B. Encryption Key 

This key is present at the owner side the  owner first 

reserves enough space on original image and then encrypts 
the original image using standard cipher with an 

encryption key and then after producing the encrypted 

image the owner hands over to database manager or any 

third party. 
 

C. Data Hiding Key 

This key is present at the data hiding center as well as 

receiver side the data hider can embed some auxiliary data 

into the encrypted image according to the data hiding key. 

The receiver may be the  owner himself or can be an 

authorized party can extract the embedded data with the 

data hiding key and further recover the original image 

from the encryption key. 
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IV. PROPOSED METHOD 

A new reversible data hiding technique is proposed based 

on the concept of histogram modification. According to 

the histogram modification technique the bins of the 

histogram are shifted based on the peak values. According 

to the new technique the sender who wants to transmit the 

image first divides the image .The sender will first divide 
the image into two parts known as least significant bits i.e 

.LSB and MSB[1]. The LSB part of the image can be 

embedded on the MSB portion of the image. After 

embedding the LSB portion on the MSB portion the image 

is encrypted using encryption key and then the image can 

be transmitted. Now the watermark is embedded on the 

encrypted image. After embedding the watermark the 

image is further encrypted[2] and then can be transmitted. 

Now the receiver will receive the image and decrypt the 

image to receive the data and the original image. The 

histogram shifting algorithm can be used for reversible 
data hiding. According to the histogram shifting algorithm 

the image will be divided into blocks of equal sizes.  In 

this way a new histogram modification technique can be 

used for reversible data hiding. 

 

MODULES 

1. Generation of encrypted images 

2. Data Hiding In Encrypted Image 

3 . Data Extraction and Image Recovery 

4. Data Extraction and Image Restoration 

 

1.) GENERATION OF ENCRYPTED IMAGES 

In this module, to construct the encrypted image, the first 

stage can be 

divided into three steps: 

i. Image Partition 

ii. Self-reversible Embedding 

iii .Image encryption 

       

In image partition original image is divided into two parts 

A and B. Least significant bits of A are embedded 

reversibly into B with a standard RDH algorithm so that 

least significant bits of A can be used for storing the data. 
Encrypted image is rearranged to generate its final image 

.After the encrypted image is obtained data hider can 

embed data into it .Data can be extracted from encrypted 

or decrypted images. In data extraction from encrypted 

image both embedding and extraction of data are done in 

encrypted domain. In extracting data from decrypted 

image the image is first decrypted and then data is 

extracted from it. This reversible data hiding technique 

achieves real reversibility. There is good improvement in 

the quality of marked decrypted images. 

 
Fig 2. image partition and embedding process 

 

B. Data hiding in encrypted image 

Finally, we embed 10 bits information into LSBs of first 

10 pixels in encrypted image of A to tell data hider the 
number of rows and the number of bit planes he can 

embed information into. After image encryption, the data 

hider or a third party cannot access the content of original 

image without the encryption key, thus privacy of the 

owner being protected. 

 

C. Data extraction and image recovery 

Data extraction and Image recovery takes place at receiver 

side. Using data hiding key receiver can extract the data 

where using encryption key he can extract the original 

image. 

 

V. RESULTS 

 
Fig 3 . Original image 

 

Fig 3. shows that the original image contains the size of 

512x512 with 8 bit gray scale standard Lena image is 

considered as the input, the content owner first reserves 

enough space on original image and then converts the 

image into two parts. 
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Fig 4 .PART- A image 

 

Fig 4 . shows that the PART- A image. The original image 

split up into 2 parts A and B, then the LSB's of A are 

reversibly embedded into B with standard RDH algorithm 
so that LSB's of A can be used to accommodating 

messages. 

 
Fig 5 .PART-B image 

 

Fig 5. shows that the PART-B image contains a white and 

black pixels, The image partition is to construct a 

smoother area B, on which standard RDH algorithms such 

as reversible image watermarking using interpolation and 

watermarking algorithm using sorting and prediction 
technique to achieve better performance. 

 
Fig  6.Watermarked image 

 

Fig 6. shows that the combined watermarked image of 

PART-A & B. 

 
Fig 7. Encrypted image 

Fig 7. shows that the encrypted version of original image 

containing embedded messages using a stream cipher 

encryption algorithm based on encryption. 

 

VI. CONCLUSION 

Image data plays vital role in every aspects of system such 
as social networking, Google image search, vide news, 

video entrainment, medical image. Several of the method 

proposed has been designed to implement the reversible 

data hiding techniques. This paper presented various 

existing reversible data hiding technique proposed by 

researchers. Most of the method described here tested on 

different techniques and they provide different result .All 

the techniques described above can be used for performing 

reversible data hiding. 
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